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£(3). HE(1)~H(f(5

ch-3 (3). H{f(1)~H(f(5)) Q)

f(4). H{f(1))~H({f(5
chd (4) H{E) (())! & @

f(5). H{f(1))~H({f(5 i
s 5 ©O-HO (())' G W#E:S

n=2t+1(n @ISO t: O
O 5.1 BasicOOOOO
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5.1.1 BasicUUOOOODOOOO

gboooboobooboboolboooboobobbobboobogon
0000000000 oobU020BasicO0O00O0O0OOLOODOOODODOO
gbobooobobooboboooobobd
gooooboobgbobobob20b0boboboboboboboon
gboboobobooboboobobosoboboobobobobon
gboobbooboooboobbooboobboobo400DbOn
gbbuooobboodgbbuooobbuoouobbuoobbobooobn
U000 BasicUDODODUOODOOOOOODODODODODODOODODOODODOOO
gbbuogoobododan

5.1.2 BasicUUOOOODOOO

000000=filwed0 0000 (0000005 000000000000
000000000 f@)D H(f(@)DO H('(6)=H(@)DOD @ )
0000000000000 0000 Second Preimage Attack 0 0 00 0 0O
000000 ¢00000000 Second Preimage Attack 0 000000000
0000000000

0 [000000 HOO SecondPreimageAttack0 D 00000 xt (5.1)

D00AHOOOOOOOOOORODOOOOOOOX0O00000HOOO
00000O0((@O0000000000)000000 HOO Second Preimage
Attack 00000000 1/2" 0000000000 (5.1)0

ed o5 (5.2)
D0000000O0s0000¢000000000000S00000

1S] = 2¢ (5.3)
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00000000 (0 @41)00 (5200 (53)00

S| —1 27 —1 2M(27 — 1)
10 ="
TR T i

O00000BasicOOOOOOODOO|X;|00 (G4)0DO0D0OO0DO0OOOOOO
Ooboooboboobobooboboooooboobbooooobobogleg,nO

2M (20 — 1 2M(29 — 1
log, | X;| O logQ{(yf)—i-l}zlogQ{()}

| X;| O

+1 (5.4)

t
= log, 2" +1log,y (27 — 1) —log,t ~ h + q — log, t (5.5)
00000000000 X;0000000ch-iD0ODOOODODOOOO f(x)O
H(f1)OH(f()ODODOOOOsOO000¢OO000DDD000 f(4)0 q00
00000000000 AODOODODODOOD |X;|0¢+hmI000000O0OOO
0 (5.5)0

q+ hn=1log, | X;| 0 h+q—logyt
O00o0000o0ooooooo0oboDhAmUOUOUODbODADDOOODOUOUOUOUOOO

Ub00b0b00BasicDODOODOOODODODODODOODOODODODLDOO
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oo0d

1. i(zx)0 f,(x) 0000000000 (filz) =8 +anr+ apz®+ - -+ azxt)

2. Fy = AWILOIHW] - 2 ()
Fy = (@)A1 [ fn(2)
O:
Fo. = i) 0] | fn(n) D000
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3. 00000 HF)OHF,)DO0O000O

4. 000000chi0 F,OH(F)OH(F,)0000

0
e FHUF,0000¢tO00O0ODODOO
— F,00 fi(-)Dt000000¢«t0000sO0000000DO0QOOOO
e 10000DUUDHOUDODODDODODODOUDODOODODODO Hm)ODO mO
gbooggn
—ggggbbouodsbboogbbuoogbb

goo
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CF0F. 0000

2.n0000000000000¢+1000000000000000
000000000 HF)OH(F,)D00O

3. HF)OH(F.)OOOOOHF,)OH(F,)0OODODOO0O00OO

s

HF)=HF)000OF,0¢t+1000000
—~000000000000000 f()00000s000000

5. 00 fi(x) 000000000 failreeD 00000
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5.22 UU0U0O0OOOoOoobooboOO

gooooobobbilbbmdoddsbobob0sooodgnitdnon
ooooooooboobooooobobobobobobobob HOOoOOo
OrO000000000000O00O0OCOOOCODOODOO

— qm __ h(ogm __
SI-1, g2 =1, _2em-1

1
12 i

| X;| O

ObooboobOobobooobobgonbleg, OO

2h(2am — 1 2h(2am — 1
R G P B )

= log, 2" 4+ log,y(27™ — 1) —logy t & h + qm — log, t

00000000000|X,|/0000000¢i000000O0000 F;0
H(F\)OH(F,) 0000000 F,0¢n0000000HF)0HF,)O0hOD
0000

gm + hn = log, | X;| O h 4+ gm —log, t
g=hOm=n0O000
2hn = log, | X;| O h+ hn —logyt > hn — log,n
gooooogoogo
O(hn) = O(log, | X;) O Q(hn — logy n)
gdd20000000000000
O(hn) = O(log, | X;) O Q(hn — logyn) — Q(hn)

gbobobogobobbobbooboobuogobooboobuagobgonobo
gbbuogboboooobbood
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5.3 UOOOOO

BasicOOOOODOOODOOOODOOODOODODODOODODOOODODODOODO
gogbos2000000000000b000b000b0bO00DbO0bbOOO0DO
OO0o00O00ooDoOoO0OoooDOobOO0o0ooOo0o0oooDOo0OO0OnOSHA-1IOD
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[ basic? 0 b3 (sample) E]
#izE
WS —MBEANLTHEN
a0 [2 | a1 7 |
fs0 [42 | fs1 [63 | ts2 [32 | fs3 (46 | fs4 [8 |
Hs0 (34 | Hs1 [126 | Hs2 (64 | Hs3 |02 | Hsa [16 |
ch-1(CRFER se00 [42 | sem1 [34 | se02 [126 | s=03 [64 | se0s [o2 | se05 [16 |
ch-2TEFER s=10 (63 | seT1 (84 | se12 [126 | se13 64 | sets (22 | se1s5 16|
ch-3(CRTIER =20 (32 | s=21 [84 | se22 [126 | se23 64 | se24 (22 | se25 16|
ch-4(ZRFIEH se30 46 | se®1 [B4 | 5282 [126 | se33 [64 | se34 (2 | se35 [16 |
ch-5(ZRFMRME <=0 8 | ses1 84 | sed2 126 | sed3 (64 | sets (22 | sed5 16|
EizE
ch-1MBEE1EEE reD0 (90 |redl (30 | re02 [0 | reos [54 | reds [28° |rets [0 |
ch-2N5i871EER rel0 [63 | re11 [s4 | re12 [126 | ret3 64 | re14 |32 | re15 [16 |
ch-3MSEL1EEE re20 (32 | re21 [s4 | re22 126 |re2a [64 | re24 |32 | re25 [16 |
ch-afii§itEiR re30 (55 | re®1 (35 | red2 (47 | red3 (20 | re3s [ |re35 [18
ch-BIG{HTIRR redd |8 |res1 [84 | red2 [126 | res3 [64 | ress (2 |rets 16|
HO 34 | W1 [126 | w2 |64 | W3 |52 | Hea 16 |
fr0 (90 | f1 [63 | fr2 [32 | 3 [55 | fra [8 |
Heo [180 | Hel [126 | He2 |64 | Hea [110 | Hea [16 |
ELMERISENTUBchiE - ch- [2 | o ch- [5 |
i
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