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Abstract

Recently, huge networks with complicated access rights have appeared, which have the
danger of information leakage through some dishonest information channels, namely,
covert channels.

However, it cannot analyze covert channels over both known and unknown
communities.In this paper, in order to detect such covert channels, we present a scheme
to analyze covert channels considered external factors.

In our scheme, first construct an ontology data base of information resources collected
by a search engine, next convert the resources into RDF by morphological and syntactic

analyzing, then find covert channels by semantic matching.
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