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oo0.00b00oo0obo0oboOoBidODOOOOODOOOOOODOODOODOODO.
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021 00000
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000000,000000000000003400A0 genetic algorithms, GAO, 00 00O
00 00000 genetic programming, GPO O O O [2].

221 0O00O0OOODOODOGAO
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0000D000000GADD,0000O000D0000000000000,00
000000,0000000000,GA00O00DOOOO0,GTYPED genotyped O
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0000000000.000000PTYPEO OO O OO fitness valued 0 00 00
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X Y X 2z
() RAZR
progn progn
incf setq print | setq incf print
Ed Ed 2 Ed X 2 X X
(b) ¥ifsz
progn progn
incf setq print incf X print
X X 2 X X X
progn progn
setq sart decf setq sart decf
X 2 X X X 2 x setq
2
(0) XX * /
029 00O

O0GAOODOO,000O0, 00000000000, OoODODOOODODODOO
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2.3 covert channel 0 (0 [J

OO0D0O0OO0O0OD0OOODOsubjectDobject 0 000000 ODOOOOODOOODOO
ooo0oo0o0oD0o0oo0oDo0bobo0o0obbo00DOOO covert channel OO OO0

OO0O0Ocovertchannel 0000000000 0OO0OOOOOLOOOOOOOOOOO
O0O0000000 covert channel0 O OO

ggdod

subjectS;(i =1,2,---),8;(j =1,2,---),0 0 i # j
objectOp(n=1,2,---),0,(m=1,2,---),0 0 n#m

000000 P{RW,-RW,-WR,~(RW)},0 O R(READ),W(WRITE)
000000o0oooooo (S;,0,,PY00000

If (S;, Op, " R),

And if (Sj,0p, R) A (Sj,Om, W ) A (Si, Om, R),

Then covert channel (S;, S}, O (On)).
000000000000 Osubject S;0 object O, 000000000000 READDO
0 (S;,0,,~R)0000000000subject S; 0 object O, 0 00 0 READ O Oobject
0O, 0000 WRITE O Osubject S; 0 O, 000 00O object O, 0 000 READDO O
00(s,0,,RO000000000000000O0O0O0O0 (S;,0,,~R)O00O0OO0O0O
0000000000000 O0Ocovertchannel0 OO OO0 0O0O0OOOOOOOOO
subject 0 0 0 00O covert channel D 00 (00O O00OO0)0000O00OO

0000000000 covert channel 0 0 0O O OO O subject 0 O O O subject 0 O O
OO00o0oo0o0ooooooooooooooog

0000000000000 O00D200000000 400 2100 covert channel
gbobobobobobb
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/
flow | evel flowlevel 2

0 2.10

fI ow | evel

covert channel 0 0 00O OO
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24 UJ000O0O0OOOO0OOOOOLOOOOUOO

2.4.1 artisoc

gboboboboooouooobooboboboooouoooobobooboooboogo
gooo,gbobogobouobooogobooboobobooboobooboob o
gogbooo.gobboooobdooobooobooobobooobo,obboooboobg
gobooboobbooboobboobuooboboooboa,bo0oboboooobdgd
gogoboooooobobbtboooo.ooob,ooobbbooobbboog
goooobooooboooboboobboooboooobooag.
ugbboogbouoobboo,obbuoobuoobboobuoobboboboaoo
gboboooob,0bo0bobooooboboboooboobobooooboobog.
gooobooooobooobooboooooobooooooboobobooooooobooobo
gbooog.
oooboooo,ob0b0bb0oooobobbowindowsD DO OOGOoooooOoO
KK-MASOOO.OOQOOoOOoODOoOOoOooooooo,0oooooooooooo,o
gboogooboobooboobooobogoboooobouooboobooobob,obobooon
0000000000 Oo000bOOo0oO0oboOo.00KK-MASOOOODoDoOogOooo
g, ggbobooboooo,boobobuoooboboooboobooboobooobobo
00020000000000 artisoc[5]0 0 0.

2.4.2 Swarm

Swarm 0,000 00000000OCOOO00OO0O0OODOOOCOOOOOOOOODOO
goboobooboooooboobboooobboooboooobobo.ocbooboobo
gogboooboboodobobo,boobuoobbuoobbooboooobooaobobg.

Swarm O 000000000 OOOOO.

l. J0boboogoobooboooboboobobobobooobooboobobod
gbobooooobobooooo.

2.000000000DOOO0OO0SwrmOOOODOOOOODOOOODODO
gboooboobobooboboooo.

3. Swarm 0 0 OO0 0OD0O0O0O Javal Objective-COOOOODOOOODODO.
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Swarm OO0 OO0O0O0O0O0O00O0O
e ModelDODDOO:OODODODODODOODOODODODODODOOODOOODO.
e Observer 00O ODO0OO:0000O00D0O0OOODOODOODOOOOOODOO.

0200000000 [2).
Swarm 00000000 Swarm OO0 00000000 O0O0OOO0O0O,
http://www.santafe.edu/projects/swarm/ 0 D 00 000000000

2.4.3 MASON

200030000000 b oo b oo bLb Db bDoooDoOoOooDb
0.00000000DO00000bOO0o0bOO0ooDOoo0DbOoDoobOooOGGUIODDOOnn
00.0000000000,MASONOOOOOODDOOOOOODODOOOOO
gooooobooooooooooguo.qbobooooo,bbooo0oooUoogg
ooo0oO0O000Oooo .

MASONOODOODOOODODOOODODOODOOOO,
http://www.cs.gmu.edu/ eclab/projects/mason/ D 00 000000 O0OO.
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3.1 0J00O0OO0O0OOOO covert channel I O O

031000,000000subject20000000000OOobjectlODODOOOO.
covert channel 1 00D ODOO0DO00OO00ODOOODOO.0D0D000000O000ODAO
ooo.

subjectl 0 object1 0 0 O O O.

subjectl O object20 object1 0 0 0 0O OO OODODO.

subject2 0 object2 0 O O .

covert channel 0 O OO0 OO0 objectl O DD OODODOOODO.

goboo3i1goo,0boobooboooooobog.
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S1

S2

01

o

é

02

=Fr

0 3.1 covert channel

O O S:subject, O O:object, r:0 0 00 OO
o0od
0oOo0bOooOOoDO,0b0b0obOobOoban
00000Db0O0O0D0O. 0000 covert chan

obobobood

,wODOODODOO,e:0000,0000

oooooo,0o0ooboooooon,
neld ,S10 S20000000000,00

gooboobobooboobooobooboo.obo,oboooboboooboo,o

00000000000 covert channelD O OO OOO0OO.
O0000O0O0000000O,covert channelOOOOODODODO.

S S2

01 r

S1 S2 53

02 2 <+ 02 w

01 r o I
02 & () r

SIMOIEZEAL |
HDO2 p 02

. i
EFAATLESL—-S3Z BT

0 3.2 0O 3.10 object, subject 00 OO0 0O

0 3.10 covert channel 0 D OO OO OOO

gboobooooobooboo.boboon

O00OoDOo0o0ODO,03200objectD 00 subject0 0 O0D0O. 000000

gooooooooobobooo.ooo,0ooobbbooobb.bboo,bo
ooobO0oDOO0.0b000obDOobDOoo0,0b0DbDBod,DOO0GPODOOOOCODODO

goobogad.



3.1 000000000OO covert channeld O O 20

OSa=5«4O R

‘ S.com2DPTR.2HEELTRW S ERL T
7_,‘ HNEDOLH>TLESELS” GlovalBest#”
MEOHE o2

WS TH@E) 26->TW3.
BatR) R |

L ECAPEANCRBE TD] AHY BENTHS.

s3
s% :
INFEE SN >
AR R O_QIMM{,FM
o_g2<.'
0_a3

033 00000000000 00O

OScomz:Sx 0 Sx+10 00 0O subject 0 0000 OO, Ocomz:Oxz0 Ox+10 00
Oobject 00 00OO0OO00x =1,2,30]

gobooooooobbooobooboboon
e [ocalBestM O O OO ODOOODOOO

e GlobalBestIIN O O O OO0 ODODOO

033000000,0000000000GIebalBestOO0O0O0O0ODOOOOOOO,
ooooDoo,00000000.000,LecalBest0 0 O0O00OO0ODOOOOODODO.
000 LocalBest 1 0 0 0O,GlobalBest 0 0 00D OO0OO0ODOO0ODODOOODOOOO
goooob.boo,gooboooobooboooobooboboobooooan.
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3.2 UJU0oobobobbbobbuduoouooooobobn

gboboobooboobooboboboobooboobooboob.oooo
gboboobooooboooboboooooooooooobooboboboboobonon
goboboooooobooobbooobobooobobobooooobobooooobog
gobooobbooboobboobboobooobobooon.

gobooobooobooobooooobooboooboobo,0boobbooboobo
ggoooo.

&3t3mAl (nEEe) BHIRA (BRERE)

R:red C:cyan
G:green M:magenta
B: blue Y: yellow

7\

R;@b

g g

034 000000
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3.3 0O

OO0DO0O00OO0,0D000D000 ParticleDd 00,00000 Particled OO0
Oartice0 000 000D0O0ODOO0O0ODOODOOOOD.DOOO, 000000
oooooo,0o00b, 0000 bb00bo0oooOobogD. O Particle DD O0ODO
gobooobobooboooboobbooboooboobooobboon.

O 3.5 Particled 00O

3.4 BoidsO GPOUODOODONO

BoidsUODDODOODOOOOODODDODOODOD (DOOODUDODODOOOOGP)ODOOODO
0000000000 ParticleD0 D0 OOO00OO.

BoidODODODDODODOO,Particle0 000000000 D0OODOODOOO0OOO,
goooooooDoDoOoO,00ddd0ooooobDoooogoo.oo,Gp0D OO
O,Particle0 000 Particle 000 O0,00000000000000O0. 00O 0O Particle
OBodOOODODDODODODDOOOOODODDOOOODDODOODODOOOOODO.
“0D00Particle000"000000000DO0O0O0DOODOOO,0000000
00000,00000000000000000 0.
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3.5 BoidODOUODOODOO

BoidOOO,00000,

e Particle D OO O DOOOOOO
e [0 0O Color O Particled Color D OO O OO0O

e 00 Colord Particle 000D OOODODOOO

goboboooboobo.

O0000RGBO Particle OO0 RGBOOODODOOOOOODOOOODOO, RGB
00000 ParticleO,ROODO,GOOOBOOOODOOOOODOOODOOOOO
oo.

:?..0 ’:‘ — .:::! .o
o O

U 3.6 RGBOOOODO ParticleD 30000000000

3.6 U00OoooonOon

ooooo,00000,

e Particle 0 000D DOOODOOODOOO

e ColorUOOOOOOODODODODOCODODOO

gooooooagd.
OooobOobooboooobobo0ob0ODbDRGBOOODO Particled OO0
00Od0.000RGBOOODODOOOOODOODDODODODOODOOOUOODODOOOOO
gogoooo.gooooobo,obbooboobboo, oo ooooooboobo,bobo
g, 0oboooobgooboobgooboobobobob,bobboobooboobOon
goboo.ooboob,0obbooboooboobbooboooooao.
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3.7 OO

gboboobooboobuoobobobuoobooboboooboob,obobaoo
gooooooogoob,0o0o0bo0booobobooobobooobobooboobooo
gno.
Ubooobobbodb0atisocD 00O 0OO00OODOODOOODOOODOODOODOO
gbobobobobo,0ooboboobobooboobooobobooboon.

e [friendship0 0 000 DODODOOCOOO0O0OOOOOO O A
e OinfectionO0 DO OOOODOOOODOODO I B

e OplanktonO0 0O O0OO0DOCOODODOOD O C

friendship O 0O O
friendship0 000000000000 D0ODOOODOOOOOOOO.

Agt_Init{ //000000000DO0ODOODO0ODOODOODOODO
My.X = Rnd()*50 //50x 500 00000
My.Y = Rnd()*50

My.Direction = Rnd()*360 //00 0 OO

ooooo
ClearAgtset (My.friends) //friendsO OO DO OOOOOOO
Agt_Step{ /000000000 OODODO
Dim s As Integer //s0 000000 0O0O0O0OONOAs Integerl]
Dim one As Agt
Dim temp As Agtset
Dim close As Agtset
Dim neighbor As Agtset
Turn(Rnd()*360) /0000000000000 O0O0O0O0OOOO
/0000000000000 000AO
MakeAllAgtSetAroundOwn(neighbor, 3, False)
If CountAgtset(neighbor) > 0 then
one = GetAgt(neighbor, Int(Rnd()*CountAgtset(neighbor)))
AddAgt (My.friends, one) //one[ My.friendsO O O
TurnAgt(one) //one 0O 0O0OOO0ODOODOO
//My.friends 0 000000
DuplicateAgtset(My.friends, temp)
End if
gorward(l)
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[ff] friendship(C)- artisoc | —
27AIE) RBEE) FTW FAQO FEE FTHeFD FHIR) OFL) D42 FOM) ~LIFH)

[>]o]ula]

@ Layer [#] society
@ Direction
@ friends

! ; 1 _
° PERSON
>
A

O 3.7 friendshipO OO O QOOOO

friendship0 000, 0000000000000 0O0O0O0O0O0O0OOD0O0OOOOOO.
ooooOoooooooo,//oooooo.

infection O O O
imfection0 000000000000 DOOOOOOOO0OOOOO.

Univ_Init{
Dim i As Integer
Dim people As Agtset
Dim one As Agt
For i = 0 To Universe.pop -1
one = createAgt(Universe.society.person)
one.Direction = Rnd()*360
one.cure = 0
If Rnd() < Universe.initratio Then
one.condition = Color_Red

Else L
one.condition = Color_Cyan
End if
Next 1
MakeAgtSet (people, Universe.society.person)

RandomPutAgtSet (people)

}

Univ_Step_Begin{

¥

Univ_Step_End{

Dim people As Agtset

Dim one As Agt

Universe.number = 0
MakeAgtSetSpace(people, Universe.society)
For each one in people



3.7 OO

If one.condition == Color_Red Then
Universe.number = Universe.number + 1
End if
Next one

Univ_Finish{
Agt_Init{

Agt_Step{

Dim neighbor As Agtset

Dim one As Agt

If My.condition == Color_Red Then //0000000O00O0O0
My.cure = My.cure + 1

(/00000

Else //000000000COO
MakeAllAgtSetAroundOwn (neighbor, 2, False)
For each one in neighbor //meighbor U 0 O [

If one.condition == Color_Red Then //0 0O

If Rnd() < 0.3 Then
My.condition = Color_Red

oooooo
oooo

i
Turn(Rnd () *20 - 10)
Forward (1)
If My.cure >= 7 Then //70000000
My.condition = Color_Cyan
My.cure = 0
%nd if

[f] infection(D)- artisoc ——
274IE REE FTW® HAQ FES) FvHD TR ASL D12 EDMW) ~LIH)
[»]e]u]x]

(i) 20)= [ society o' d X
I Sl SOCIETY
¢ @ person
@D
@x
@y
@ Layer
@ Direction
@ cure
@ pop
@ number
@ initratio

[F A0S o' [
AADEE

B avv—nisim 100
o0 [ ho-me 3

0, POP 1400)

60 =
50 — BADRE 100 2000

30 INITRATIO 0.05
20 S

0 0.1

0 3.8 infection00000OODODO
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infection0 0 00,0 00000000000 OOOOO.O0OO0O0O0OO0OO
gobooboooo,boooboboooobbooobbooo,oobobooooobdg
gooooo.ooobo,b0b0bo0obryoboboooooooooooboooboooDg.
//0000000000o0oog.

plankton O O O

plankton 0 00000000000 OD0OOOOOOOODOODOO.
Univ_Init{
%niv_Step_Begin{

}

Univ_Step_End{

Universe.numphyto = CountAgt(Universe.aquarium.phyto)

Universe.numzoo = CountAgt(Universe.aquarium.zoo)

If Universe.numphyto <= 0 Or Universe.numzoo <= O Then
ExitSimulationMsgLln("Extinct after" & GetCountStep() & "steps")

End if

Univ_Finish{

//0 00000000 phytoplanktond 0 0O 0O O
Agt_TInit{

My.X = Rnd()*50

My.Y = Rnd()*50

My.Direction = Rnd()*360

}

Agt_Step{
Dim surround As Agtset
Dim daughter As Agt //00000000000CCOCOO0O
Turn(Rnd () *120 - 60)
Forward(0.5)
If Rnd() < 0.05 Then
daughter = CreateAgt(Universe.aquarium.phyto)
daughter.X = My.X
daughter.Y = My.Y
daughter.Direction = Rnd()*360
End if
MakeOneAgtSetAroundOwn(surround, 1, Universe.aquarium.phyto, False)

If CountAgtSet(surround) >= 4 Then
DelAgt (My)
%nd if

/000000000 zooplankton [0 O O O
Agt_Init{

My.X = Rnd()*50

My.Y = Rnd()*50

My.Direction = Rnd()*360

My.power = (Rnd()*9 - 4)

}

Agt_Step{

Dim surround As Agtset
Dim food As Agt

Dim daughter As Agt
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(/00000000000
Turn(Rnd () *60 - 30)
Forward(2)
My.power = My.power - 1
If Rnd()*My.power <= 0.2 Then
DelAgt (My)
End if
/0000000000000
MakeOneAgtSetAroundOwn(surround, 2, Universe.aquarium.phyto, False)
If CountAgtset(surround) > O Then
food = GetAgt(surround, Int(Rnd()*CountAgtset(surround)))
DelAgt(food) //000
My .power = My.power + 3
End if
If My.power >= 10 Then

daughter = CreateAgt(Universe.aquarium.zoo)
daughter.X = My.X
daughter.Y = My.Y

daughter.Direction = Rnd()*360
daughter.power = 4
My .power = My.power - 4

%nd if

VIE] plankton(E)- artisoc — =B |
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plankton0 000, 00000000CO0OO0OCOOOOOOOOCODOO.DODOOO
goooobobooboooobooboobooboo,0ooboboobooboooono.o
gboobooooboobobo,0bobooobooooboooo,boo0boboooono. o
goooobooo,gooobooobooooobooboooooboboooobooboooaa,o
gogooooobooooob.0boobobooooboooooooooboooobobooag,
goboooboobooobobooobooobooboobobooobooooboan.
//000000000o0ooog.

3.8 U00O0ODOO0OO ParticleO O O

friendshipd O O O infection0 OO0 O O000OO0OOOOO,O000 ParticleO OO O,
O00Particle0 000 0000000000000 0O0OO00O0ODOOOOOOO0OO
ooo.

O0000000Particle0 000000 00,00000000 Particled OO0
Particle 0 0000000 O0D0OO0OO0O0OOOOOO,000000000000000
000000.00000000 Particle0 00000000 O0OODOODODOobject
O read 0,0 O object O writeO O O O 0,00 covert channel 0 O OO OOOOOO
0000000 00,Boidd0 GPOOOODODOOODOO covert channel0 O OO0 OO
O0O0O000Ocovert channel 0 OO0 OO0 O0ODOODOOOcovert channelD 0 OO0 O

g, 0oobouooobooaoo
00O Particle DODODODODOODOOOODODOODOOOOOOO

Univ_Init{
Dim i As Integer
Dim one As Agt
Dim people As Agtset
For i = 0 To Universe.ninzu - 1
createAgt (Universe.society.particlel)
one = createAgt(Universe.society.particle2)
one.cure = 0
If Rnd() < Universe.initratio Then
one.condition = Color_Yellow

Else Lo
one.condition = Color_Blue

MakeAgtsetSpace(people, Universe.society)
RandomPutAgtset (people)

by
Univ_Step_Begin{

X

Univ_Step_End{

Dim p2 As Agtset

Dim one As Agt

Universe.number = 0

MakeAgtset (p2, Universe.society.particle2)
For each one in p2

If one.condition == Color_Red Then
Universe.number = Universe.number + 1
End if
Next one

Univ_Finish{
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//Particle1 0 0 00O

Agt_TInit{

My.X = Rnd()*20

My.Y = Rnd()*20

My.Direction = Rnd()*360

ClearAgtset (My.friends) //friendsOOODOOOODOOOO

b

Agt_Stepq

Dim s As Integer

Dim one As Agt

Dim temp As Agtset

Dim close As Agtset

Dim neighbor As Agtset

Turn(Rnd()*360) /000 000O00DO0ODO0OOODOODOODOOOO

//00000000000000000

MakeOneAgtSetAroundOwn(neighbor, Universe.shiya, Universe.society.particlel, False)

If CountAgtset(neighbor) > Universe.nakama then
one = GetAgt(neighbor, Int(Rnd()*CountAgtset(neighbor)))
AddAgt (My.friends, one) //onel My.friendsU OO0
TurnAgt(one) //one 0O O0OOOODOODOO
//My.friends0 000000
DuplicateAgtset(My.friends, temp)

End if

/0000000000000 000baO

DuplicateAgtset(temp, My.friends) //0 0000000

DelAgtset (temp, neighbor) //00 0000000

If CountAgtSet(temp) > Universe.nakama Then /000000000000
one = GetAgt(temp, Int(Rnd()*CountAgtset(temp)))
TurnAgt(one) /00000000 O0OO0OO0

Else

/0000000000 00000D0O0O0

MakeOneAgtSetAroundOwn(close, Universe.shiya, Universe.society.particlel, False)
oboboobooobg
MakeCommonAgtset (temp, close, My.friends) //000000ODO0ODO
If CountAgtSet(temp) > Universe.nakama Then /000000 O0OO00O0OO
O
one = GetAgt(temp, Int(Rnd()*CountAgtset(temp)))

TurnAgt (one)
Turn(180) //0000000O000O0O
End i
End if
gorward(l)

//Particle20 0 0 O

Agt_TInit{

My.X = Rnd()*20

My.Y = Rnd()*20

My.Direction = Rnd()*360

ClearAgtset(My.friends) //friendsO O OOOOOOOOOO

X

Agt_Step{

Dim s As Integer

Dim one As Agt

Dim temp As Agtset

Dim close As Agtset

Dim neighbor As Agtset

//L 000000000

If My.condition == Color_Yellow Then O0//00 0000

/.
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My.cure = My.cure + 1
Else
MakeOneAgtsetAroundOwn (neighbor, 1, Universe.society.particle2, False)
For each one in neighbor

If one.condition == Color_Yellow Then //0D0 000000

If Rnd() < Universe.initratio Then
My.condition = Color_Yellow

If My.cure >= Universe.suteppu Then //X00000000ODO
My.condition = Color_Blue
My.cure = 0

End if

//r 00000ogood

Turn(Rnd()*360) /00 000000000000 O0O0OODOOO
/0000000000000 000baO
MakeOneAgtSetAroundOwn(neighbor, Universe.shiya, Universe.society.particle2, False)
If CountAgtset(neighbor) > Universe.nakama then
one = GetAgt(neighbor, Int(Rnd()*CountAgtset(neighbor)))
AddAgt (My.friends, one) //one[ My.friendsO O O
TurnAgt(one) //one 0O 0O0OOO0ODOOOO
//My.friends0 000000
DuplicateAgtset(My.friends, temp)
End if
/0000000000000 000bAO
DuplicateAgtset(temp, My.friends) //0 0000000
DelAgtset (temp, neighbor) //0 00000000
If CountAgtSet(temp) > Universe.nakama Then //0000000OO0O0O0O0
one = GetAgt(temp, Int(Rnd()*CountAgtset(temp)))

TurnAgt(one) /0000000000 O00O0O
Else
(//000000000000CCDOO00O0

MakeOneAgtSetAroundOwn(close, Universe.shiya, Universe.society.particle2, False) /,
ooooooogog

MakeCommonAgtset (temp, close, My.friends) //0000000O00ODO

If CountAgtSet(temp) > Universe.nakama Then /00000000000 0O

O
one = GetAgt(temp, Int(Rnd()*CountAgtset(temp)))
TurnAgt (one)
Turn(180) //0000000000O
End if
End if

Eorward(l)
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VIEPRRE DB HR10% R RE D £ 3R 20% MR RED R EE100%
BHOLS | HEOH | | FOES | hEOK BHOLS | HEOH

2 20 7) 10 2 20
2 40 4 10 4 20
4 40 6 10 6 20
2 60 8 10 8 20
4 60 10 10 10 20
6 60 2 20 2 40
2 80 2 40 4 40
4 80 4 40 6 40
6 80 2 60 8 40
8 80 4 60 10 40
2 100 6 60 2 60

4 100 2 80 4 60 10
6 100 4 80 6 60
8 100 6 80 8 60
10 100 8 80 10 60
10 80 2 80
2 100 4 80
4 100 6 80
6 100 8 80
100 10 80
10 100 2 100
100
100
100
10 100
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