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2.1 PSMT (Perfectly Secure Message Transmission)
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2.2 ASMT (Almost Secure Message Transmission)
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H(f(1))OH(f(rn)0D0DOO00D0s0000¢0000000000 f(6)0¢00
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3.2 jail

jail 0 FreeBSDO 0O OO0 D000 0Djail0 OSOD0 00000 Djail0 0O
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2.0000jl00000OIO00000000000000000000
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0000000000 0000
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3.3 Vimage
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4.3 0O0O0O0O

0 8 16 24 31

f f f f f
|IP vers|hdr len | TOS | total length / fragment length |

i : : e :

32 | id number |R|DF |MF| fragment offset |
| : - :

64 | ttl | protocol | header checksum |
[ % = :

96 | src IP |
| I
128 | dst IP |
f

160 ~ options field (var. length — max. 40b — 0 padding to 4b mult.)

- DATA (zero padding to 4 byte multiple)

IiPOO00O
0 78 15 16 23 24 31
| Source | Destination |
| Port | Port |
| | |
| Length | Checksum |
| |
| data |

ubrPOOOO
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FreeBSD O jail Vimage 0 O OO nOO00OO0D0ODOOOODOOOODODOOOODO
goo

jaild Vimage OO OO OO0 0j@lO00O0O0OOOODOOO FreeBSDO OO O
gooobooboooobooboboobDuoboboboooboobOog jaild
O00000MOD0O000000000000000 VimageO OO OO
000000000000 000000000Db00RLMbO0b00b00b000
gbobobobooobobobooo
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Vimage

o REL—4

0 5.2 vimage

0510000000000 0000000O000C0O0DO00DOODOO
OO0 VimageOODOODODODOOOODOB200000000000000000
OO000D0000000jl0 VimegeODO OODOOOOOOOODODODOODOO
ngogogogbooboboboboboboobobobobobob
FreeBSD9.0-RELEASEO 00O DOQO O

5.1.1 Vimagel 0O O

FreeBSD O jail0 Vimage 0 D 0D 0D OODO0OO0ODOOOODOOODOO 530
0000000000 usr/sre/sys/amd64/conf/GENERICO OO OO OOOOO
O0540000000000000000GENERICOODODDDDODOOOOO
OO00oo0ooooog,
make KERNCONF=GENERIC buildkernel
make KERNCONF=GENERIC installkernel
0000000000000 000D0DO00DOoDOoo
O00O VimageOOODOOOOOOO
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=) freebsd7 (AFw 7<= w s 5) [EF5] - Oracle VM Vir‘tuaIBoxw

yuuki
yuukit ee /usr/src/sys/amd64/cnnf/GENERICI

0 5.3 vimagel OO0 1

~J|reepsa/ (AT W/ »3IW > 3) [FTF] - Urdcie VM Vtﬂmlbﬂxﬂ

[ (escape) menu search prompt delete line prev 1li § prev page
"o ascii code search undelete line “n next 1i  “v next page
"u end of file begin of line delete word “b back 1 char
“t top of text end of line restore word “f forward 1 char
“c command delete char j undelete char next word

3YSUMSG # SYSU-style message gueues
3YSUSEM # S3Y3VU-style semaphores

PRINTF_BUFR_SIZE=128 Prevent printf output being interspe
KBD_INSTALL_CDEU install a CDEU entry in sdev
HWPMC_HOOKS Necessary kernel hooks for hupmc(4)
AUDIT Security event auditing
MAC TrustedB3D MAC Framework
KDTRACE_FRAME Ensure frames are compiled in
KDTRACE_HOOKS Kernel DTrace hooks
INCLUDE_CONFIG_FILE Include this file in kernel

Kernel debugger related code

Print a stack trace for a panic

ltt Make an SMP-capable kernel by defau
opt SHP # Summetric MultiProcessor Rernel

00 5.4 vimagel OO0 2
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0000000000 O0O0O00O0O /ust/sre0O
mkdir /usr/local/jails
make buildworld
make installworld DESTDIR=/usr/local/jails/test1
make distribution DESTDIR=/usr/local/jails/test1
make installworld DESTDIR=/usr/local/jails/test2
make distribution DESTDIR=/usr/local/jails/test2
make installworld DESTDIR=/usr/local/jails/test3
make distribution DESTDIR=/usr/local/jails/test3
make installworld DESTDIR=/usr/local/jails/test4
make distribution DESTDIR=/usr/local/jails/test4 [12]
00000000000 ¢testlO4000jaillDDO0O0OOO0O0ONO0O jailO test
0ooooooooooooooooooooooooooonoooon
#!/bin /bash
sysctl -w security.jail.socket_unixiproute_only=0
sysctl -w security.jail.allow_raw_sockets=1
foriin1 2 3 4; do
jail -¢ vnet host.hostname=test$i name=vm$i path=/usr/jails/test$i persist
mount -t devfs devfs /usr/local/jails/test$i/dev
mount -t procfs proc /usr/local/jails/test$i/proc
jexec test$i sysctl -w net.inet.ip.forwarding=1
jexec test$i ifconfig lo0 127.0.0.1/24 up
jexec test$i /etc/rc.d/sshd onestart
jexec test$i routed -s -m
done [5]
000000000000 chmod+x000000000D0O00O0O0ODRDO jailO
goooooga
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O0000000O0000000000
ifconfig epair create

ifconfig epairOa vnet testl

ifconfig epairOb vnet test2

jexec testl ifconfig epairOa 10.0.10.1/24 up
jecec test2 ifconfig epairOb 10.0.10.2/24 up
ifconfig epair create

ifconfig epairla vnet testl

ifconfig epairlb vnet test3

jexec testl ifconfig epairla 10.0.20.1/24 up
jecec test3 ifconfig epairlb 10.0.20.2/24 up
ifconfig epair create

ifconfig epair2a vnet test2

ifconfig epair2b vnet test4

jexec test2 ifconfig epair2a 10.0.30.1/24 up
jecec test4 ifconfig epair2b 10.0.30.2/24 up
ifconfig epair create

ifconfig epair3a vnet test3

ifconfig epair3b vnet test4

jexec test3 ifconfig epair3a 10.0.40.1/24 up
jecec test4 ifconfig epair3b 10.0.40.2/24 vp #0 0000000000
Oddddddjal0oooooono

[5]
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O00D0O000oD0DOoon
jexec testl ping -¢ 3 10.0.10.2 #0 0O O O O testl-test20 O O
jexec testl ping -¢ 3 10.0.20.2 #0 0O O O O testl-test3 0 O O
jexec test2 ping -¢ 3 10.0.30.2 #0 0O O O O test2-test4 0 O O
gboboooooboooonb

"] freebsd? (R+ 9722w I 6) (7] - Oracle VM VirtualBox

yuuki# del textl
del: Command not found.

wuki# jexec 1 ping ¢ 3 192.168.0.2

PING 192.168.0.2 (192.168.0.2): 56 data bytecs

64 bytes from 192.168.0.2: icmp_seq=0 ttl1=64 time=0.171 ms
64 bytes from 192.168.6.2: icmp_seq=1 tt1=64 timc=0.084 ms
64 bytcs from 192.168.0.2: icmp_scq=2 ttl1=64 timc=0.083 ms

-~ 192.168.6.2 ping statistics ---
packets transmiticd, 3 packets reccived, 0.9% pm:kct loss

jexec 1 csh

ftestis exit
exit
uuukis

@ P & 13| B)Rieht Gontrol

055 UU0oooooood
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5.1.2 UU0U0ooogn

. REIL—42

testl test4

test3

0 s5.6 JU00OO0DODOOO0OOOO

Rl 000000000000 D0ObL50000000 testl,test2,test3, testd
gbobuogobbuooo40obooogoboooobbood
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goboobodooogoobbodooooobobobboooooobbbooo
gboboboobooboobobooboobooobobboboobon
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