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Take-Grant Model

Create
- FIERERZVERR T D
757 G ([CIER x BMFIEU T T O

- X DNEAXRTHD
NEWmEITES. GERDODEDICEMRIZTIST GO0 =
o =) A I

FTUWEARDIESR N ZIENMIT D x S N ASANIL
{r, wWyDidZz1ENNT D
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Take-Grant Model

Create

E1K EAK ESZVPUET
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http://127.0.0.1:7545

& Ganache
& BC(Ethereum) (3

E AX—RI> RSO K
Take-Grant Model D34

—

=

=

A 4

0) Google Chrome

u MetaMas

Web3.js 0.2

!

ile

i%

4 oz O— B =)
ZE3 hitp://127.0.0.1:

5500

\[. Web_—(htmiz )]:J

=
®)

57

FHE) || R

NE=II=1



@ TAKE GRANT MODEL DRM DAp: X

&« = C @ 127.0.0.1:5500/Take_Grant_Model DRM/main.html

BSIAY |

TAKE GRANT MODEL DRM DApps USER FRONT 1.1.0
ke | Gran | Croato | Crest nwnodo | Alow dtatow | Alow basic oparton | Metaask | Event | Graph | Node

MetaMask information

Net work id: 5777

Contract address: 0xB17fD0880fc7238d7a1F78bE77407ca79EE1B341
Active account: 0x3512812d0b78c289c6ee55b86b4d1308fb087fa3
Web3 Version: 0.20.7

Event information

Now roading

DirectedGraph

# SourceNodeld TargetNodeld Read Write
1 11 12 o o
2 11 14 = C

3 11 15 O C
4 11 17 (o] o
5 11 18 O C
6 12 13 O C
7 12 14 O 0]
8 12 17 O -

] 14 13 - o
10 14 15 = @]}
11 14 21 O C
12 15 16 (o] o
13 18 15 = 0] B
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DirectedGraph

# SourceNodeld TargetNodeld Read Write
1 11 12 o @
2 11 14 - O
3 11 15 O O
4 11 17 O O
5 11 18 O O
6 12 13 O O
7 12 14 O O
a8 12 17 o -
9 14 13 - O
10 14 15 - O
11 14 21 @ O
12 15 16 @ O
13 18 15 - O
14 18 17 - O
15 18 19 O O
16 18 20 O -
17 19 20 o O
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Node information

Node id 20 || Send
NodeOwner
0xb69c4061c21994bc151df2f47b47f748d8c01106
DataFlowLimit
# SourceNodeld TargetNodeld AllowType
1 20 19 Trust
2 20 11 Trust
3 20 12 Monitor
4 20 13 Monitor
5 20 14 Monitor
6 20 15 Monitor
7 20 16 Monitor
8 20 17 Monitor
9 20 18 Monitor
10 20 21 Monitor
ProtectionNode
20
TakeLimit
SourceNodeld TargetNodeld IntermediaryNodeld Read Write
1 18 20 19 O -
GrantLimit
# SourceNodeld TargetNodeld IntermediaryNodeld Read Write
1 AllNode AllNode AllNode O o
Createlimit
# Address
1 0xb69c4061c21994bc151df2f47b47f748d8c01106
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Source node 22 |

Data type  Array ® Target node list ¥ Source node list # Search list data
DataFlowLimit
# Nodeld SourceNodeld TargetNodeld AllowType
01 NewNode AllNode AllNode Trust
TakeLimit
# Nodeld SourceNodeld TargetNodeld IntermediaryNodeld Read | Write
01 NewNode AllNode AllNode AllNode O (@]
GrantLimit
# Nodeld SourceNodeld TargetNodeld IntermediaryNodeld Read | Write
01 NewNode AllNode AllNode AllNode O (@]
CreatelLimit
# Nodeld TargetAddres
01 NewNode All address
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Event information

Event log
#|Log

EventType: createNewNode

FromAddress: 0xb69c4061c21994bc151df2f47b47f748d8c01106

NewNodeld: 22

DataType: TargetMNodeList, SourceNodelist, SearchlistData

ValueForAllowDataFlow: ¥ In detail

Nodeld: 22, SourceNodeld: All node, TargetNodeld: All node, AllowType:

1 Trust

\ValueForAllowBasicOperation: ﬁ In detail |
BasicOperationType: Take, Nodeld: 22, SourceNodeld: All node,
TargetNodeld: All node, IntermediaryNodeld: All node, LabelType: Read,
Write
BasicOperationType: Grant, Nodeld: 22, SourceNodeld: All node,
TargetNodeld: All node, IntermediaryNodeld: All node, LabelType: Read,
Write
BasicOperationType: Create, Nodeld: 22, TargetAddress:
0xb69c4061c21994bc151df2f47b47f748d8c01106
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allowDataFlow [20,20,21.1]

getSettingdataFlowlimit

0 wint256[: 20,19,2,20,11,2,20,12,1,20,13,1,20,14,1,20,15,1,20,16,1,20,17,1,20,18,1,20,21,1

grant

_sourceModeld:
_targetModeld:

_intermediaryModeld:

_read:

_wirite:

12

17

il

falz=

true

M

0: uint256[: 11,11,11,11,11,12,12,12,14,14,14,15,18,18,18,18,19
1: uint256[]: 12,14,15,17,18,13,14,17.13,15,21,16,15,17,19,20,20

2: bool[]: true false true true true true true true false false true true false false true true true

3: bool[]: true true true true true true true false true true true true true true true false true
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Monitoring

Protection target

____________ .
@ {raW} m m ﬁ \Grant(:d:é%ﬁf:@iﬂ/
I
d {

Trus
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KEx2

() — R21(HRE S — R200DET R Monitoring(C
ZEEHEHEINBCET., J—R20DBHZAIF I B EZEFN.
BERICEWTEENITSHINANRNE ) — R ES > ez,

Covert channel B3\ EHEEBA S NE AR 4"E73\¥ﬁéﬂ5/

\
W LW \Wy BFS IZ&DIFRZI
_____________________ >
m {r,w} 1 420'\{w} m {rw} @ Granti=d 3% f=1530
|

LY | Trust | Momtormg Protection target
-------
Wy ewd {rwy T frw {W} {VW}
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0: uint256[: 11,11,11,11,11,12,12,12,14,14,14,15,18,18,18,18,19
1: uint256[]: 12,14,1517,18,13,14,17,13,15,21,16,15,17,15,20,20

2: bool[]: true false true true true true true true false false true true false false true true true

3: bool[]: true true true true true true true false true true true true true true true false true

getsettingdataFlowLlimit 20

0: uint256[): 20,19,2,20,11,2,20,12,1,20,13,1,20,14,1,20,15,1,20,16,1,20,17,1,20,181

grant

_sourceModeld: | 18

_targetModeld: | 17

_ntermediaryModeld: | 11
_read:  falss

_WTiTE:

ER(ICHrTO0 7A73 Covert channel Zi&&1 L. &FID

HiFEZH

M CEDINZEFERNSRT
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0: uint256[: 11,11,11,11,11,12,12,12,14,14,14,15,18,18,18,18,19

1: uint256[]: 12,14,1517,18,13,14,17,13,15,21,16,15,17,15,20,20

2: bool[]: true false true true true true true true false false true true false false true true true

3: bool[]: true true true true true true true false true true true true true true true false true

getsettingdataFlowLlimit

0: uint256[): 20,19,2,20,11,2,20,12,1,20,13,1,20,14,1,20,15,1,20,16,1,20,17,1,20,181

grant

_sourceModeld: | 18

_targetModeld: | 17

_ntermediaryModeld: | 11
_read:  falss

_wirite: | true

transact to DizitalRizhtsManazement.zrant pending ...

tranzact to DigitalRightsManagement.zrant errored: Exceeds block zaz limit
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0: uint256[: 11,11,11,11,11,12,12,12,14,14,14,15,18,18,18,18,19
1: uint256[]: 12,14,1517,18,13,14,17,13,15,21,16,15,17,15,20,20

2: bool[]: true false true true true true true true false false true true false false true true true

3: bool[]: true true true true true true true false true true true true true true true false true

getsettingdataFlowLlimit

0: uint256[): 20,19,2,20,11,2,20,12,1,20,13,1,20,14,1,20,15,1,20,16,1,20,17,1,20,181

grant

_sourceModeld:

_targetMaodeld:

_intermediaryModeld:

_read:

_\TITE:

13

17

Lhl

falz=

true

(4, . T

1EFIZRDE 4’?731‘?5 ﬁﬁODO = 7&2@“
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0: uint256[: 11,11,11,11,11,12,12,12,14,14,14,15,18,18,18,18,19

1: uint256[]: 12,14,1517,18,13,14,17,13,15,21,16,15,17,15,20,20

2: bool[]: true false true true true true true true false false true true false false true true true

3: bool[]: true true true true true true true false true true true true true true true false true

getsettingdataFlowLlimit

0: uint256[): 20,19,2,20,11,2,20,12,1,20,13,1,20,14,1,20,15,1,20,16,1,20,17,1,20,181

grant

_sourceModeld:

_targetMaodeld:

_intermediaryModeld:

_read:

_\TITE:

13

17

Lhl

falz=

true

r

(4, .

LB

REXIZR S —

K200

%ﬁ'fﬂ!/ I*‘(J]‘@'ZDJ Re

ZHIR9
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ST

HIJTIE'E%FFJ R11EFIB LR — ~18,17f& (S5~ LWrite®

FHTITIR I & 5 JﬂZ@'%Grant’a‘: ’3559&0)55'73_'152'_\3_

3: bool[]: true true true true true true true false true true true true true true true false true

getsettingdataFlowLlimit 20

0: uint256[): 20,19,2,20,11,2,20,12,1,20,13,1,20,14,1,20,15,1,20,16,1,20,17,1,20,181
~

grant

_sourceModeld: | 18
_targetModeld: | 17
_ntermediaryModeld: | 11
_read:  falss
_write: | true

transact to DizitalRizhtsManazement.zrant pending ...

tranzact to DigitalRightsManagement.zrant errored: Exceeds block zaz limit
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ST

BEEEERTULBERE. ITS5—HREL. GrantdHifih
TONECEmRT

r ? r ’ r ’ r ? r ’ r ] r ? r

3: bool[]: true true true true true true true false true true true true true true true false true

getsettingdataFlowLlimit

0: uint256[): 20,19,2,20,11,2,20,12,1,20,13,1,20,14,1,20,15,1,20,16,1,20,17,1,20,181
grant

_sourceModeld: | 138

_targetModeld: | 17

_ntermediaryModeld: | 11

_read:  falss

_wirite: | true

transact to DizitalRizhtsManazement.zrant pending ...

tranzact to DigitalRightsManagement.zrant errored: Exceeds block zaz limit
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