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® FRH/N\—F 7 : NUC7i7BNH(Core™ i7-7567U)

» 2Cores, 4Threads, 3.50GHz(up to 4.00GHz)
> RAM: DDR4-2133 16GBx2 32GB (31.3GB)

® OS: Ubuntu 18.04 LTS
® HEEE: Python3.6.8 | Anaconda 1.6.14

o TOMFERALEY IO ZT7

» Jupyter Notebook 5.7.4
» iptables v1.6.1
» python-iptables 0.13.0
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Random Forest

KDD Cup 99 dataset
+ IPv4 address

O

‘Pre-processing

» Predict
attack or not
. 3

<

Firewall

attack IPs

T ® ‘ Python-
< Training + iptables (_(IPV4}_Q
. data | | 19 168.251.36
T _— & 192.168.59.151
Add Firewall E

Split data 9:1
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® KDD Cup 99 dataset(71.4MB) ZJLt v FD10%T—

2 (494,0214%)
® J#ET—4 444,618{F

e N No. Center 1P Range
® TAFT—4 49,403 1 [ 192.168.128.0 | 192.168.0.1 - 192.168.255.255
P $ - 2 [ 192.168.128.0 | 192.168.64.1 - 192.168.191.255
IPZ LR IXIERS I 3 | 192.168.128.0 | 192.168.96.1 - 192.168.159.255
EDOWTER 1 | 192.168.64.0 | 192.168.0.1 - 192.168.255.255
® FHR2THFD/INI—>2%9 5 | 192.168.64.0 | 192.168.0.1 - 192.168.127.255
. o 6 | 192.168.64.0 | 192.168.32.1 - 192.168.95.255
NF—2HET Do /) 7 | 192.168.192.0 | 192.168.0.1 - 192.168.255.255
RA—=IFBDRDEE Y, [ 5 [1921651920 | 1921651281 - 192.165.255.255
® RKESEw kAo, 255(& 0 | 192.168.192.0 | 192.168.160.1 - 192.168.223.255

(=) S g
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® csvxT R LEROBRZERT 5,
@ HA LT=csva 74 I)LIEpython-iptables THEAT B,
® python-iptablesDERAIZ[ErootERNKE,



Label name

Replaced number

Label name

Replaced number

normal 0 buffer_overflow 12
smurf 1 land 13
neptune 2 warezimaster 14
back 3 imap 15
satan 4 rootkit 16
ipsweep 5 loadmodule 17
portsweep 6 ftp_write 18
warezclient 7 multihop 19
teardrop 8 phf 20)
pod 9 perl 21
nmap 10 spy 22
ruess_passwi 11
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® T—AHINE =X, EHRTMICE

def ipZint(addr):
return struct.unpack(”11", socket. inet_aton(addr))[0]

N » N ef int2ip(addr):
N A \ N o retirsl( sdudck)et. inet_ntoa(struct. pack("!1", addr))
l | p kdd_cup_99 10p_ipv4 = [1
roop_i 0

t0 = time()
while True:

float2int = round(numpy. random. normal(loc=32768, scale=32767)) + 3232235520
— \‘ if float2int <= 3232235520 or float2int »= 3232301055:
continue
changelpvd = int2ip(float2int)
' n if re.match("192¥.¥d{1,3}¥ ¥d{1,3)¥. 265", changelpv4) is None:
if re.mateh("192%. ¥d{1,3}¥ ¥d{1,3}¥.0", changelpvd) is None:

kdd cup 99 10p_ipvd, append(float2int)
494020:

if roop i
/— — broak
else:
roop i+=1
else:
o print("Last 8bit "0 hit, continue.”)
continue
else:
print("Last 8bit '255' hit, continue.”)
continue

P #--inf roop end—Af
[ \ | | kdd_cup 99 10p_ipv4 = pandas. DataF rame(data=kdd_cup 99 10p_ipvd)
kdd_cup 99 10p_ipv4. to_csv(’ study logs/kdd99 ipvdplus rf/kdd99 ipvdplus normal dist data/ipv4 nd datad.csv’,
l \ index=False)
h h tt = tine() - 1@

print("Process is end. Making time: {0} seconds.”.format(round(tt, 3)))

N RS R
F l/ z 0) ‘/ — Z : — F Rty
\ import struct

import math
#—function set

— def ip2int(addr):

1
_— \ return struct.unpack("I1”, socket.inet aton(addr))[0]
def int2ip(addr):
« l \ u p a a S e return sacket. inet ntoa(struct. pack("11”, addr))
H#—function setting end—-§

col_names] = ["duration”, "protocol type”, "servic ", "src_bytes”,
"dst_bytes”, "land”, "wrona fragment”, "urgent”, "hot”, "num failed logins”,
"logged in", "num compromised”, "roat shell”,"su attempted”, "num root”,

I \\ / — - "num_file creations”,"num shells”,"num_access files”, nun outbound cnds”,
‘ is host login","is guest login", "count”, "srv_count”, "serror rate",
— "srv_serror_rate”,"rerror_rate”,"srv_rerror rate”, "same srv_rate”,
' "diff_srv_rate”, "srv_diff_host_rate”, "dst_host_count”,"dst_host_srv_count”,
"dst_host same srv_rate”,”dst host diff srv_rate”,”dst host same src port rate”,
"dst_host_srv_diff_host_rate”,"dst_host_serror_rate”, "dst_host_srv_serror_rate”,

‘\ "dst_host rerror_rate”, "dst host srv_rerror_rate”,”label”]
col_names2 = ["IPv4"]
use_datal = pandas. read_csv("KDD99dataset/kddup_data 10percent/kddcup. data 10_percent corrected”,
o header=None, names=col namesl)

use data2 = pandas. read csv("study logs/kdd99 ipvdplus rf/kdd99 ipvdplus normal dist data/ipvd nd datal,csv”,
header=None, names=col names2)

ings

use_data_y = pandas.DataFrame(data=use_datal. label, columns=[" label’ 1)

use data y = use data y.replace({"normal.” : 0, "smurf.’ : 1, "neptune.’ : 2, “back.’ : 3, ’satan.’ : 4, ' ipsw
use_datal = use_datal.drop([ protocol type', service’,’ flag', label'], axis=1)

use data x = pandas.concat([use data2, use datall, axis=1)

print("use_data_x is:”

print(use data x)

print("use_data y is:")

print(use data y)
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— E from sklearn.model selection import train test split
® T 9 -Iz “J I‘ Eﬁiuo l:ll“ﬁ t0 = time()

te x, tr y, te y = train test splitl

_‘\ — tr x, B B 3 3 B
9 k Tz I\ 9 ég : 1 use data x, use data y, test size=0.1)

tt = time() - 0

> . .
> ) N S print("Split time: {0} sec.”.format(round(tt, 3)))
fﬁ%?éoﬁim/ A -
A\ 3 import numpy as np
: c o import statsmodels.api as sm
from sklearn.ensemble import RandomForestClassifier

import matplotlib.pyplot as plt

> @A I+ LARAKMIZEKD @ = tine()
‘ 7 / x S rf=RandomForestClassifier(n estimators=1000, min samples split=2)
— > f.fitltr x, tr y)
— A r X, tr_y
S L OFRIE., PRI = tine() - 10
print("Training time: {0} sec.”. format(round(tt, 3)))
0) 4= = E t E ¥orint('Training score check: {8)}'. format(rf.score(tr x, tr y)})
1T j (o] print(’ The influential data is:")

for i in range(len(rf.feature importances )):

—Fh“ \/ _x : — P —cs & é ° print{* {0:.6} . format(rf. feature importances [i]))

predict ealumns = [ predict label’ ]

th = time()

predict result = pandas.DataFrame(data=rf.predict(te x), columns=predict columns)
tt = time() - t0

print("Predict time: {0} sec.”.format(round(tt, 3)))

print("Predict result: {0}, format(rf.score(te x, te y)))




%ol

@ SUALIF LR FDOFE
ﬁ%&%ﬁtﬁﬁbkﬁ%
EBEL. RYE LSS
HERT 5, FIERDER
ZPRIEERE EHITcsvIC

Hh9 5., ANHE. TH

csviH DY —Xa—FT

Do

%ﬁ'l‘f‘*%d)n =I=|J EEEE?E\ & csviti 77

a ig i s aon oy we N - j v

te y sort = pandas.DataFrame(te y)
te y sort = te y sort.reset index(drop=True)
trs ipvd = []

te x = te x.reset index(drop=True)
te x_ipvd = pandas.DataFrame(data=te x[' IPvd’ ], columns=["IPv4’ ])
for roop i in range(len(te y)):
trs_ipvd. append(int2ip(te x ipvd. IPvd[roop i]))
f-——-for roop end-———4
trs ipvd = pandas.DataFrame(data=trs ipvd, columns=["IPvd ])
label sort = pandas.concat([trs ipvd4, predict result, te y sort], axis=l)
label sort[’ judge’] =
for i in range(len(predict result)):
if Label sort[ predict label’].iloc[i] ==
label sort[’ judge’ 1. ilec[i] =

label sort[’ label’].iloc[i]:

else:
label sort[’ judge’ 1. iloc[i] =
f-——for roop block end——-}f
label sort

label sort.to csv( study logs/kdd99 ipvdplus rf/kdd99 ipvdplus normal dist data/ipvd4 nd datalru result.csv’, index=False)
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— thon-iptabIele &k D E_@Jﬁﬁ

® csviH N L-HIERR THEL FHILT-
BB Zpython-iptablesZAL\T
iptables|= &89 3,

® python-iptables|IERARIiptc & LY
D2AMTH 5B,

® ALXiptcZBEWNWPT LRI VT T 7

A1IUE - EDa—J)LELFzY—Ra—F,

AETHAERICEBSHRZITOV—RO—
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#!/usr/bin/env python

#This script file is "import ipct_rf"
#You need root permission(sudo) or login as su.

import iptc
impert ipaddress
import socket
import struct

def ip2int(addr):

return struct.unpack("!I", socket.inet_aton(addr))[®]
int2ip(addr):

return socket.inet_ntoa(struct.pack("!1", addr))
set4iptables(ipva):

in_rule = iptc.Rule()

in_rule.src = ipv4

in_rule.target = iptc.Target(in_rule, 'DROP')
input_chain = iptc.Chain(iptc.Table('filter'), "INPUT")
input_chain.insert_rule(in_rule)

de

-

de

3

Python v % Jig: g ~ (1143, 18%)  ~  [@A]

py_iptc_test.py

#! fusr/bin/env python

#This .py script file is test script, for python-iptables.
#So this script should be corrected in use in real server.

import iptc_cst
import pandas
from time import time

t_arrayel = []
ipv4_array = pandas.read_csv('/home/marufuji_shinya/study_logs/
kdd99_ipv4plus_rf/kdd99_ipv4plus_normal_dist_data/
ipv4_nd_datalru_result.csv', header=0)
ipv4_array = ipv4_array.drop(['label’','judge'], axis=1)
to = time()
for roop_result_len in range(len(ipv4_array)):
if not ipv4_array.predict_label[roop_result_len] == @:
temp_memory = ipv4_array.IPv4[roop_result_len]
inf_roop_i = 0
while True:
if len(t_array@1l) == 0:
iptc_cst.set4iptables(temp_memory)
t_array0l.append(temp_memory)
break
elif temp_memory == t_array@l[inf_roop_1i]:
break
elif inf_roop_i+1 == len(t_array0l):
iptc_cst.set4iptables(temp_memory)
t_array0l.append(temp_memory)
break
else:
inf_roop_i+=1
tt = time() - to
print("The required time all IP was registered to iptables: {o0}
sec.".format(round(tt, 3)))

Python ¥ #718:8 v (2147.30%1) > [#&A]
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Data No. Make IPv4[s] Split data[s] Training[s] Predict[s]

1 12.324 0.208 212.887 5.416
2 11.399 0.228 210.748 5.264
3 11.020 0.271 210.088 5.511
4 13.640 0.256 207.332 5.413
5 12.449 0.258 211.064 5.321
6 12.198 0.238 206.833 5.309
7 13.991 0.236 212.855 5.306
8 12.309 0.195 207.531 5.303
9 11.784 0.252 215.423 5.265
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Data No. Accuracy[%] Data No.2 Data No.5 Data No.6
1 99.968 A B | ¢ | D A B | ¢ | D A B [ c | oD

SER JEE L EROFABROR

1 |IPv4 -_|Dredictv label  [-|judge [] 1 |iPva vlpredict_.llabel vljudge E; 1 |IPva - [predict - label [-[judge [¥
1989 192.168.88.12 0 iy 14114[192.168.18154 | 0 4 1 1648 [192.168.113.14 0 15 1
9 9 947 2268 |192.168.59.246 12 18 17719]192.168.217.184 15 2 1 1959 192.168.38.103 0 4 1
C 7190 |192.1568.115.56 0 4 24268|192.168.90.130 0 16 1 6342 [192.168.80.191 0 20 1
7668 |192.168.240.158 0 10 25186|192.168.42.170 0 22 1 10167,192.168.69.99 0 6 1
9 9 9 8 @ 11688/192.168.97.216 0 1 25237|192.168.50.239 0 12 1 13759)182.168.70.245 0 18 1
o [E2R 192.168.119.52 7 0 27117(192.168.33.8 0 12 1 22157|192.168.97.226 5 0 1
13025|192.168.181.132 0 17 29249|192.168.82.224 12 17 1 22351(192.168.95.197 7 0 1
16893/162.168.193.98 0 10 35493i 192.168.50.28 7 i 1 23243(192.168.33.118 2 13 1
9 9 . 9 7 8 17398/192.168.99.133 0 7 35620/192.168.54.129 0 10 1 28940192.168.119.40 0 12 1
17921/192.168.168.36 0 10 35901(192.168.92.44 7 0 1 32179|192.168.82.186 16 0 1

18928|192.168.87.141 2 15 37228/192.168.94.39 i 16 1

42621|192.168.160.63 2 13 1

9 9 9 7 6 21581|192.168.68.203 12 17
o 24170/192.168.115.114 5
24689/192.168.106.201

25986/192.168.59.203

9 9 . 9 8 @ 29285/192.168.106.184
30623/192.168.152.70 13

30850/192.168.193.238 13

0
0
0
0
0
2
9 9 9 6 2 3862!’5 192.168.190.1 0 4
° 0
0
0
5
0
0
2

10

38703192.168.192.1 11
40166/192.168.251.185 11

9 9 9 7 @ 41146|192.168.164.22
O £4983(192.168.145.236
47297/192.168.60.227 14

16

b | | | b | b | | [ | | | | | b | b [ | b [ | | | [ | b | b [ | bt | 1

O 00 N o L1 A W N

ASSSi 192.168.94.147
9 9 ° 9 7 6 4937@ 192.168.111.249
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® python- 1ptables"Clptablesl-15I§&%}ﬂlla:;h,f_glp
7 FLRAEKICE LI=FRZ TRICTT,

Data No. Attack IP register time[s]
1 393.572

379.970

241.889

398.761

325.449

229.864

397.017

321.150

240.475

O 00 N O L1 A W DN
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